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'WELCOME TO
OUR COMPLETELY NORMAL

i

WE TALK STRAIGHT WHEN IT COMES TO EVERYDAY
DIGITAL LIFE.

WE MEET LOTS OF CON MEN, CREEPS AND OTHER
SHADOWY TYPES TOO, LIKE MANY OTHER FAMILIES
.90 LISTEN TO OUR STORIES.

MAY YOUR EXPEDITIONS IN THE DIGITAL WORLD BE
FREE OF STRESS AND MAY YOUR WALLET REMAIN
UNTOUCHED!



THE FAMILY

W
,gf & o

MUM DAD GRANDPA
THE LOVING ONE THE TRUSTING FOOL THE NO-NONSENSE ONE

SEBASTIAN MAX JULIA
AKA «SEB» THE POWER SURFER THE PARTY QUEEN ‘
THE ELDEST

_ IN THE SUPPORTING ROLES -

JASMINE, JULIA’S BEST FRIEND
FRED, THE BOXING FANATIC
KEVIN AND TIM, WHO TAKE ON ANY CHALLENGE
LINUS12, WHOSE NAME IS NOT LINUS, AND WHO IS NOT 12 EITHER



CONTENTS




OH NO, TOM’S COMING AND | HAVE
NOTHING TO WEAR!

HEY JULIA,
ARE YOU COMING
TO THE PARTY?

TOM’LL BE
THERE T0O!

ZDAY'S LATER. YOUR PARCEL IS ON ITS WAY TO

FALANDO, HOLY ONLINE
SHOP, GIVE ME THIS DAY
MY DAILY DRESS...

THE DRESS | ORDERED STILL ISN'T HERE. RECEIVE IT.
THIS ISN'T HAPPENING...

FOR GOODNESS” SAKE, NO!
WE WOULD NEVER REQUEST
PAYMENT VIA TEXT
THAT WAS FRAUD!

0K? DONT | HAVE TO PAY
THE DELIVERY FEE? I JUST
GOT A TEXT ABOUT IT.

FIRST ROUND’S ON
ME, EVERYONE!

NO DELIVERY FEES?

MANY SCAMMERS TRY TO GET MONEY BY REQUESTING
FAKE DELIVERY FEES OR SENDING FICTITIOUS INVOICES.
ALWAYS THINK ABOUT WHETHER YOU REALLY HAVE
TO PAY FOR SOMETHING.

HA HA HA!




HAVE YOU BEEN WATCHING
THOSE PARANOGO VIDEOS?

| WONDER IF PARANOGO STILL
SLEEPS IN HIS PARENTS’ BED...

MAX?! WHAT ARE YOU DOING HERE?

IS THAT THE TEENAGE YOUTUBER
YOU ALL THINK 1S SO C0O0L?

LET HIM ALONE,
YOU'RE NOT HELPING.

SH, H-H-HE CAN HEAR V!

MAX, THAT’S NONSENSE! HE'S NOT
EVEN REAL. IT’S ALL TO GET MORE
FOLLOWERS.

B-B-BUT
PARANOGO IS
CO0L, AND HE
SHARED GOGOBAN
VIDEOS ON HIS
CHANNEL.

SON, | KNOW YOU TRUST THIS 6VY,
BUT YOU’LL END UP HERE IN OUR BED
EVERY NIGHT IF YOU KEEP WATCH-
ING THAT STUFF. IS THAT REALLY
WHAT YOU WANT?

TIPS:

IF YOU COME ACROSS SOMETHING ONLINE THAT SCARES
YOU OR MAKES YOU UNCOMFORTABLE, TURN IT OFF.
TALK TO YOUR PARENTS OR SOMEONE ELSE YOU
TRUST ABOUT WHAT HAPPENED.




I’'M A REAL CLIMATE HERO!

NICE KICKS, SEB!

B

THEY LOOK PRETTY CHEAP
THOUGH, WHERE'D YOU
GET THEM?

HEY, THESE THINGS ARE TOP QUALITY!
SUSTAINABLE, FAIR, VEGAN, AND THEY
PLANT A TREE AND SAVE A DOLPHIN
FOR EVERY SHOE THEY MAKE.

IT’S NOT A SCAM, JASMINE,
IT’S TOTALLY LEGIT.

WELL, LET’S SEE THEN.
I'LL TAKE THE PICTURE
FROM HIS WEBSHOP...

[
(]

POWER KARL RECOMMENDED THEM.
99 FRANCS INSTEAD OF 139 WHEN
YOU USE HIS PROMO CODE!

POWER KARL? SERIOUSLY?
YOU'RE LETTING AN INFLUENCER
SCAM YOV LIKE THAT?

...AND THERE YOU HAVE IT, MR CLIMATE

HERO. YOU CAN GET THOSE SHOES FOR

20 FRANCS FROM BLAH BLAH EXPRESS,
THEY’RE JUST CHEAP JUNK.

.00 A REVERSE
IMAGE SEARCH...

TIPS:
BE AWARE THAT SOC/AL MED/A INFLUENCERS ARE ALSO
LOOKING TO MAKE MONEY. YOU CAN'T ALWAYS TRUST
THEIR TIPS AND TRICKS.




FINALLY | CAN RELAX! CHECK IT OUT: LOOKS JUST

MY SHOULDER WAS LIKE THAILAND, DOESN'T IT?
KILLING ME.

] NO WAY!IT WAS SUCH A 6000 DEAL,
! I COULD HARDLY BELIEVE IT.

..BUT IT’S ONLY JUST ACROSS
THE BORDER.

IT FEELS SO GOOD GETTING
SPOILED FOR ALMOST
NO MONEY AT ALL!

WE COULD ALMOST HAVE GONE

ON A REAL HOLIDAY TO THAILAND
FOR THE PRICE OF THESE ROAMING

HOW MUCH OF THAT SPA CHARGES!

WEEKEND DID YOU SPEND
TALKING ON THE PHONE?!

I'M SO
SORRY!

" ALL THE TENSION'S
BACK ALREADY!

TIPS:
MANY MOBILE PHONE PLANS ONLY INCLUDE LIMITED
AMOUNTS OF FREE DATA AND PHONE CALLS WHEN
YOU’RE ABROAD. FIND OUT WHAT’S INCLUDED IN YOUR
PLAN BEFORE YOU LEAVE, OTHERWISE IT CAN GET

VERY EXPENSIVE VERY QUICKLY.




PREPARE FOR BATTLE. IT’S ME, YOUR DAUGHTER, THERE'S A
SUPER INTERESTING PICTURE ATTACHED
TO THIS EMAIL, OPEN IT MY FRIEND!

GREETINGS FROM FISHERMEN’S CLUB.
GIVE US YOUR LOGIN AND PASSWORD
TO CLAIM YOUR FISHERMEN'S AWARD.

= [
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e | P
,

7
" PHISHING ATTACK
GET LOST!

I'M YOUR VIRUS PROGRAMME. A HEY HANDSOME, YOUR PROFILE IS OH, THAT'S ONE OF THOSE HORRIBLE
VIRUS HAS BEEN DETECTED, CLICK ON REALLY COOL, SEND ME A PIC AND ROMANCE SCAMS. THAT WAS CLOSE!

THE LINK TO... OW! YOUR PERSONAL INFO SO WE

NICE TRY, CAN CONNECT...
SCAREWARE!

:

TIPS:
SCAMMERS USE MANY TACTICS TO GET ACCESS TO
YOUR MONEY AND DATA. FIND OUT WHO’S BEHIND
EMAILS AND WEBSITES BEFORE GIVING INFORMATION
OR MAKING A PAYMENT.




h i -
IMISSOUT ON | 1 DON'T MISS AIRPLANE MODE | FOR ME, FAST
EVERYTHING! L A THING! ON MY PHONE.. | NETWORK’S KING!

|
FEELING SO | ME2 I'M ALWAYS LOOK AT THIS ) LOOK AT ALL THE

’MOOING | THEY'RE LIVING
RELAXED... STRESSIN'! SUNNY WEATHER! L LIKES AND FAME!

BETTER!

T
600D CONVOS | FIRST NEWS AND | | I'M OUT THERE  ( I'M SITTING HERE

ICKI
OVER ICE CREAM.. |  THEN A GAME! | | ENJOYING LIFE.. | ANSWERIG EmALst | | FicKING UF ON YOUTUBE

NEW SKILLS... WATCHING FAILS!

THE JOY OF
MISSING OUT...

THE FEAR OF
MISSING OUT...

BE/NG ONLINE ALL THE TIME GETS STRESSFUL AFTER A
WHILE. PUT YOUR PHONE AWAY NOW AND THEN, AND
00 SOMETHING ELSE. YOU CAN ALSO SET LIMITS ON

THE AMOUNT OF TIME YOU CAN USE YOUR PHONE OR
CERTAIN APPS.

* FOMO = FEAR OF MISSING OUT



S0, TIME TO GET WORKING. TOM CANMORE WON BOXER OF
= THE YEAR, I'LL WRITE A

QUICK COMMENT.

JUST A QUICK LOOK AT THE

SPORT BLOG TO RELAX FIRST.
{8 BOX GURV:
CANMORE, SPORTSMAN
OF THE YEAR, BEATS
THE COMPETITION TO
A PULP!

& BOX GURU: | @ BOX FREAK:
1T’S JUST MY | DISRVALIFIED PICKLE!
OPINION, YOU'RE o
THE LOSER! | & BOX GURU:
| YOU FARTBALL!
&BOX FREAK: & BOX FREAK: g
ANYONE WHO KEEP YOUR 60OFY & BOX FREAK:
LIKES CANMORE IS OPINIONS TO IS THERE A HOCKEY
A LOSER. YOURSELF! STICK UP YOUR
BUM?
& BOX GURV:
1I0T! i (& BOX GURV:
WATCH IT, YOU
& BOX FREAK: SPORT FAIL OF THE
SMELLY 6YM BAG! CENTURY!
© B&Xsﬁf}mo SOME
i A I
& BOX GURU: BATTING PRACTICE
YOU EMBARRASS- ON YOUR FAT
ING OWN GOAL! MOUTH!
I’LL FINISH YOV, MAN, I’'M BEAT. HEY, FRED. YOU LOOK AS BAD AS ME -
YOU NOOB! I'M TAKING A COFFEE BREAK. WHAT’S UP, MATE?
" TAKE THAT,
YOU FREAK!

1 JUST HAD AN ONLINE BRAWL
WITH SOME 10/I0T WHO THINKS
CANMORE IS THE BEST SPORTSMAN
OF THE YEAR.

TIPS:
YOU SHOULD ACT THE SAME WAY ONLINE AS YOV 00 IN
REAL LIFE. RULES OF CONDUCT THAT ARE IMPORTANT

OFFLINE ALSO APPLY ON THE INTERNET.

- 10 -



COOL, SOMEONE’S WRITING ME
IN THE GAME CHAT.

YES, A NEW GAME...
NICKNAME? LET'S SEE, HOW
ABOUT “MAX11"2

LINUS1Z:
MAX11:

Hi NEW HERE??
YEAH

LINUSAZ: 1S YOUR NAME REALLY MAX? LINUS1Z:  AND HOW OLD R U? LINU$12: - WHERE DO YOU LIVE AND

WHAT DO YOU 00 FOR FUN?
MAX1%: YEP MAX WEBSTER mAxt MAXA% I LIVE AT 7 LILAC CLOSE AND

I LOVE FOOTBALL

LINVUS1Z:  THAT’S CRAZY, | LOVE LINUS1Z:  LET’S MEET TO PLAY

FOOTBALL TOO AND I LIVE FOOTBALL TOMORROW,
RIGHT NEAR YOV JUST THE TWO OF US

MAX! ARE YOU MAD? NEVER EVER TELL
THAT KIND OF THING TO A STRANGER
ON THE INTERNET! FOR ALL YOU KNOW
THAT’S A 50-YEAR-OLD PEDO!

TIPS:
NEVER SHARE PERSONAL INFORMATION (E.6. THE PLACE
WHERE YOU LIVE OR YOUR STREET ADDRESS) IN A

CHAT. DO NOT MEET UP WITH PEOPLE WHO YOU ONLY
KNOW ONLINE.

-M-



HOW 01D IT
ALL START?

SUDDENLY ... —
MOM WAS INTERESTED IN

HEALTHY EATING.

SHE STARTED GETTING ~ SLOWLY BUT SURELY SHE ENDED SHE WANTED TO CONVINCE US
MORE AND MORE UP CONVINCED THERE WAS A GIANT 700, BUT IT ONLY WORKED
OF HER INFORMATION CONSPIRACY. ON GRANDPA.
FROM THESE STRANGE — e
WEBSITES AND COME ON, WE HAVE TO
YOUTUBE CHANNELS.

GROUND OURSELVE

BIT BY BIT, THEY DISAPPEARED... | l ... INTO THEIR OWN LITTLE RABBIT HOLE.

YOUR BREAKFAST 1

1S SERVED.

HELP!

THE MINERALS WILL WE’RE TRAPPED!

PROTECT US FROM
RADIATION.

FINALLY WE'RE GETTING
BACK TO SHARING THE
TABLE AGAIN.

TIPS:
IT CAN BE VERY DIFFICULT IF CONSPIRACY THEORIES
TAKE HOLD AMONG YOUR FAMILY OR FRIENDS. TALK
ABOUT IT WITH SOMEONE YOU TRUST OR CONSULT A
PROFESSIONAL ORGANISATION.

12 -



UGH! THIS IS SO BORING, EVER HEARD OF THE ESCAPE CHALLENGE?

1 JUST WANT TO GET OUT OF HERE!

- JUST RIP OFF ALL THE
TUBES AND WIRES AND RUN
OUT OF THE HOSPITAL!

YEAH, FLL MAKE A
VIDEO! IT'LL 6O VIRAL!

KNOCK IT OFF WITH YOUR
CHALLENGE VIDEOS - THAT’S
WHAT GOT ME HERE!

NOW I'M GONNA MISS THE
TOO YOUNG TO DIE CONCERT...

-

T THAT " SORRY,
SUCKS!

HEY, | HAVE A GREAT IDEA!
IF SEB CAN'T 60 TO TOO YOUNG

YOU DON’T HAVE TO JOIN EVERY CHALLENGE!
DON’T PUT YOURSELF IN DANGER JUST TO MAKE
A COOL VIDEO.

-13 -



TODAY WE'RE FLYING
AWAY ON OUR HOLIDAY!

/' YOU'RE THE BEST, HOW 0ID
YOU MAKE THAT KIND OF
MONEY SO QUICK?

I PICKED UP SOME SOLID
TIPS FROM A TRADER
ON YOUTUBE.

BOY, THAT YOUTUBER

** ./ SURE FOUND A SUCKER. YOU
MADE EVERY BEGINNER'S
MISTAKE IN THE BOOK. YOUR
MONEY’S WORTHLESS.

JUST LAST WEEK OUR BUDGET WOULD
HARDLY HAVE COVERED A DAY TRIP
TO A FARM, AND NOW WE'RE 6OING

TO THAILAND!
_—

" INCREDIBLE!

LOOK AT THIS, THE VALVE OF MY
CURRENCY JUST KEEPS GOING UP
AND ... DAAAMN!

CALM DOWN, MOM. LET ME TAKE
YOU ALL TO THE THAI RESTAURANT
TO HELP YOV DIGEST THE SHOCK.
I'VE BEEN MORE CAREFUL WITH

MY MONEY ..

AND I CAN GIVE YOU SOME INVESTING
LESSONS, POPS, I'M LEARNING ALL
ABOUT IT AT SCHOOL. TIME FOR YOV
TO STOP WITH THIS SILLY TRADING.

TIPS:

AMOUNTS OF MONEY.

DON’T BELIEVE EVERYTHING YOU HEAR IF YOU'RE
LOOKING TO GET INTO CRYPTOCURRENCIES, CONSULT
AN EXPERT INSTEAD. IF YOU STILL WANT TO MAKE

AN INVESTMENT AFTER THAT, START WITH SMALL

-1y -



OH HOW 1 WISH THESE STUPID
MOBILES WOULD JUST DISAPPEAR!

BEEP, BEEP,
BEEP...

WHAT WAS THAT?! I'VE 60T TO
FIND JASMINE.

...AND THEN IT JUST DISAP- I 30 MINUTES AND 100 OMGS LATER.
PEARED! WHAT AM | 60ING TO

00 WITHOUT MY — YOU’'RE RIGHT, WE CAN KILL SOME
MOBILE PHONE?// I CAN'T BELIEVE IT, TIME BAKING MUFFINS AND THINK-
MINE TOO! EXACTLY ING ABOUT SOMETHING ELSE.
THE SAME THING.

FOR REAL?

YEAH, NOW WE CAN FINALLY DO
SOMETHING THAT WE USUALLY
ONLY WATCH ON TIKTOK.

ACTUALLY I'D RATHER
HAVE THE MUFFIN.

I WISH 1 HAD MY PHONE TO
PRESERVE THIS MEMORY.

00 YOU WATCH A LOT OF COOL DIY VIDEOS ABOUT
REALLY INSPIRING PROJECTS? THEN GO OUT AND TRY
TO ACTVALLY DO ONE OF THEM!

-15 -



e TE SCHWEIZ HOTLIE
R0~ JUvenTUTE SCHW |

e CHILOREN AND YOUNG PERSONS: =
TEL.1

. ER
(AVAILABLE 24 HOURS A DAY, FREE PHONE NUMB! )

PRO JUVENTUTE SCHWEIZ PARENTAL ADVICE:
TEL. 053 261 61 61

(AVAILABLE 24 HOURS A DAY, CALLS CHARGED AT THE LOCAL RATE)

YOU CAN FIND INFORMATION ON ALL THE IMPORTANT /

TOPICS AT WWW.WEBSTERS.SWISS. YOU CA
LLOW THE WEBSTERS ON INSTAGRAM. YAS

- SUPPORTED BY -
FEDERAL CONSUMER AFFAIRS BUREAU (FCAB)
NATIONAL CYBER SECURITY CENTRE (NCSC)
FEDERAL DATA PROTECTION AND INFORMATION COMMISSIONER (FOPIC)
FEDERAL SOCIAL INSURANCE OFFICE (FSIO)
YOUTH AND MED/A FEDERAL COMMSSION FOR CHILOREN AND YOUTH AFFAIRS (EKKJ)

SWISS CRIME PREVENTION (SCP)
STOP PIRACY - SWISS PLATFORM AGAINST COUNTERFEITING AND PIRACY
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Schweizerische Eidgenossenschaft
Confédération suisse
Confederazione Svizzera
Confederaziun svizra

Federal Office of Communications OFCOM
Federal Consumer Affairs Bureau FCAB
Federal Data Protection and Information Commissioner FDPIC

National Cyber Security Centre NCSC
Federal Social Insurance Office FSIO
Federal Commission for Children and Y Affairs EKKJ

Schweizerische Kriminalpravention
Prévention Suisse de la Criminalité
Prevenzione Svizzera della Criminalita




